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Chapter1

About this Guide

This User's Guide provides information on how to prepare custom Virtual
Analyzer images in the following topics:

Windows OVA File Creation Using New Virtual Machine Images on page
2-1

Windows OVA File Creation Using Converted Virtual Hard Disk Drives on
page 3-1

Linux OVA File Preparation on page 4-1

Virtual Analyzer Image Preparation Tool on page 5-1
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Document Conventions

The documentation uses the following conventions:

TABLE 1-1. Document Conventions

CONVENTION DESCRIPTION
UPPER CASE Acronyms, abbreviations, and names of certain commands
and keys on the keyboard
Bold Menus and menu commands, command buttons, tabs, and
options
Italics References to other documents
Monospace Sample command lines, program code, web URLs, file names,

and program output

Navigation > Path

The navigation path to reach a particular screen

For example, File > Save means, click File and then click
Save on the interface

ﬁ’ Note

Configuration notes

Q Tip

Recommendations or suggestions

O Important
v

Information regarding required or default configuration
settings and product limitations

ﬁ WARNING!

Critical actions and configuration options




About this Guide

Audience

This User Guide is intended for administrators who need to create custom
sandbox images for Virtual Analyzer. The document assumes a working
knowledge of networks and information security, including the following

topics:

- Deploying and administering Deep Discovery or TippingPoint products

+  Using Oracle VM VirtualBox™ or VMware™ products

Terminology

TERMINOLOGY

DESCRIPTION

Open Virtual
Appliance (OVA)

A ready-to-use software package (operating system with applications)
that does not require additional configuration or installation. Virtual
Analyzer supports only image files in the Open Virtual Appliance (OVA)
format.

Sandbox image

Atemplate used to deploy sandbox instances in Virtual Analyzer. A
sandbox image includes an operating system, installed software, and
other settings necessary for that specific computing environment.

Sandbox instance

Asingle virtual machine based on a sandbox image.

Virtual Analyzer

A secure virtual environment that manages and analyzes objects
submitted by integrated products and administrators. During analysis,
Virtual Analyzer rates the characteristics in context and then assigns a
risk level to the object based on the accumulated ratings.

Virtual Analyzer
Sensors

A collection of utilities that execute and detect malware, and record all
behavior in Virtual Analyzer.

Virtual Machine Disk
(*.vmdk)

Afile format used in virtual machines like VMware Workstation or
Oracle VM VirtualBox.
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Chapter 2

Windows OVA File Creation Using New
Virtual Machine Images

Learn how to create a Virtual Analyzer-supported OVA file in the following
topics:

Required Software on page 2-2

Downloading and Installing VirtualBox on page 2-6
Creating Windows Virtual Machine Images on page 2-7
Modifying the Virtual Machine Environment on page 2-27

Reducing the Size of VirtualBox Disk Images on page 2-36

Exporting Virtual Machine Images to OVA Files on page 2-38
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Creating Windows OVA Files Using New Virtual
Machine Images

Procedure
1. Prepare the operating system and required applications.

For details, see Required Software on page 2-2.
2. Download and install VirtualBox.

For details, see Downloading and Installing VirtualBox on page 2-6.
3. Create a virtual machine image.

For details, see Creating Windows Virtual Machine Images on page 2-7.
4. Modify the environment of the virtual machine image.

For details, see Modifying the Virtual Machine Environment on page 2-27.
5. Reduce the size of the VirtualBox Disk Image.

For details, see Reducing the Size of VirtualBox Disk Images on page 2-36.
6. Export the virtual machine image to an OVA file.

For details, see Exporting Virtual Machine Images to OVA Files on page
2-38.

Required Software

The following software must be installed on the virtual machine to achieve
satisfactory detection results.

ﬁ Note

Operating system, Office suite, and third-party software support may change or
end without prior notice from Trend Micro due to specification, license model,
and lifecycle changes.
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TABLE 2-1. Required Applications

SOFTWARE DESCRIPTION

Operating system | Virtual Analyzer supports the following operating systems:

Windows XP, Windows 7, Windows 8/8.1, Windows 10 Version 21H2 and
before, Windows Server 2003/2003 R2, Windows Server 2008/2008 R2,
Windows Server 2012/2012 R2, Windows Server 2016, and Windows
Server 2019.

O Important
¥

Package the installer as an ISO file.

Activate Windows with a valid product key after the tool has
validated and modified virtual machine settings. Do not
activate Windows before that.

Use a computer name that reflects your organizations'
naming scheme.

Disable automatic updates.

Trend Micro recommends using the English version of the
listed operating systems.

For Windows 7 and Windows Server 2008 R2, updates
KB4474419 and KB4490628 must be installed.
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SOFTWARE

DESCRIPTION

Office suite

Virtual Ana

lyzer supports the following office suites:

Office 2003 (32-bit), Office 2007 (32-bit), Office 2010 (32-bit and 64-bit),

Office 2013
(32-bit and

(32-bit and 64-bit), Office 2016 (32-bit and 64-bit), Office 2019
64-bit), and Office 2021 (32-bit and 64-bit)

o ™
wr

ortant

For Office 2007 and after, Microsoft Word, Microsoft Excel,
Microsoft PowerPoint, and Microsoft Publisher must be
installed.

Activate Microsoft Office with a valid product key after the
tool has validated and modified virtual machine settings. Do
not activate Microsoft Office before that.

After installation, open all Microsoft Office applications and
verify that the main editing screen is displayed. If any
confirmation dialog or welcome screen displays, make any
selection to close the screen and display the main editing
screen.

Welceme te Microsoft Office 2010 =

Help Protect and Improve Microsoft Office -2.0fficé

Use Recommended Settings

© Tnstallimportant and recommended updates for Offce, Windows and other Mcrosaft software, Offer me nen optional Office and
Vicrosoft software, check online for solutions to problems, dovnload fles to help Microsoft diagnose system problems, automatically
update Office content, nd help improve Office.

0 Install Updates Only

© Tnstallimportant and recommended updates for Office, Windows and other Mcrosaft software, Offer me nen optional Office and
Microsoft software.

° Don't make changes

(© Choosing this option could expose your computer to security threats.

Get more information on how to tum these settings on and off
Same information might be sent to Microsaft. This information is not used to identify or cantact you.
Read our privacy siatement.

FIGURE 2-1. Help Protect and Improve Microsoft Office

Verify that your license allows you to virtualize the
applications. For details, see https://support.office.com.

Disable automatic updates.

Enable macros. For details, see Enable or disable macros in
Office files



https://support.office.com
https://support.office.com/en-us/article/Enable-or-disable-macros-in-Office-files-12b036fd-d140-4e74-b45e-16fed1a7e5c6
https://support.office.com/en-us/article/Enable-or-disable-macros-in-Office-files-12b036fd-d140-4e74-b45e-16fed1a7e5c6
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SOFTWARE

DESCRIPTION

Internet Browser

Virtual Analyzer supports the following internet browsers:

Microsoft Edge (Chromium-based version), Internet Explorer

O Important
L

+  The default browser must be set to a supported internet browser.

« ForWindows 8.1 and before, the tool will automatically configure
Internet Explorer as the default browser.

- ForWindows 10, the default browser must be configured manually
before the tool is used to validate the image.

«  Virtual Analyzer does not support Microsoft Edge Legacy (EdgeHTML
version).

Adobe Reader

Install the version of Adobe Reader that is most widely used in your
organization. To download the most current version of Adobe Reader, go
to http://www.adobe.com/downloads/.

If you do not install Adobe Reader, Virtual Analyzer:

. Installs Adobe Reader 8,9, and 11 on all Windows XP and Windows
Server 2003/2003 R2 images during importing.

. Installs Adobe Reader 9, 11, and DC on all Windows 7 and newer
images during import.

+  Usesallversions during analysis.

WARNING!

This consumes additional computing resources.

Configure Adobe Reader to manually check for and install updates. For
details, see https://helpx.adobe.com/acrobat/kb/reader-acrobat-
updater-settings.html.

NET Framework

Install .NET Framework 3.5 or later if the operating system is Windows XP
or Windows Server 2003.



http://www.adobe.com/downloads/
https://helpx.adobe.com/acrobat/kb/reader-acrobat-updater-settings.html
https://helpx.adobe.com/acrobat/kb/reader-acrobat-updater-settings.html
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ﬁ Note

Trend Micro recommends installing the following software on the virtual
machine to improve detection results.

.NET Framework 4.0 in addition to .NET Framework 3.5
Java SE Runtime Environment 8

LibreOffice 6.4.7 or later, with macro security level set to low

O Important
Lo

Do not install VMware tools to avoid triggering the anti-virtual machine
functions of some malware.

Do not install any anti-malware software on the virtual machine to ensure
normal operation of Virtual Analyzer.

Downloading and Installing VirtualBox

Procedure

1. Download the latest version of VirtualBox from https://
www.virtualbox.org/wiki/Downloads.

ﬁ Note

The VirtualBox Open Source Edition is licensed under the GPL V2. The full

text of the license is available at http://www.gnu.org/licenses/old-licenses/
gpl-2.0.html.

2. Configure the language settings using one of the following methods:
- Install VirtualBox with English as the default language.

- After installation, go to File > Preferences > Language and then
select English.



https://www.virtualbox.org/wiki/Downloads
https://www.virtualbox.org/wiki/Downloads
http://www.gnu.org/licenses/old-licenses/gpl-2.0.html
http://www.gnu.org/licenses/old-licenses/gpl-2.0.html
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{fi’ VirtualBox - Preferences ? ot
E General Language
@ Input Interface Languages
Default ~
@ Update English (built-in)
@ Bahasa Indonesia
Language Catals
@ Displ Cettina
Ispay Danzk
Iﬁ Metwork Deutich {Deutschland)
Esparicl
D Extensions Fuskara ~
Language: English (built-in)
Eﬁ Proxy Author(z): Orade Corporation

Cancel

FIGURE 2-2. Language Settings

Creating Windows Virtual Machine Images

Procedure

1. Open VirtualBox.
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The VirtualBox Manager window opens.

¥ Oracle UM VirtualBox Manager
File Machine Help

¢ AR Gap

Preferences  Import Export New Add

‘Welcome to VirtualBox!

The left part of application window contains global tools and
lists all virtual machines and virtual machine groups on your
computer. You can import, add and create new YMs using
corresponding toolbar buttons. You can popup a tools of
currently selected element using corresponding element
button.

You can press the FL key to getinstant help, or visit
www.virtualbox.org for more information and latest news.

FIGURE 2-3. VirtualBox Manager

2. Click New.
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The Create Virtual Machine window opens.

Create Virtual Machine

Name and operating system

Please choose a descriptive name and destination folder for the new virtual
machine and select the type of operating system you intend to install on it.
The name you choose will be used throughout VirtualBox to identify this

machine.
Mame: || |
Machine Folder: | D:\irtualBox YMs b |
. - L]
Type: |Microsoft Windows =4
Wio
Version: |Windows 10 (54-bit) w7
Expert Mode Mext Cancel

FIGURE 2-4. Create Virtual Machine
3. Onthe Name and operating system screen, configure the following:
- Name: Type a permanent name for the virtual machine.

- Type: Select Microsoft Windows.

- Version: Select Windows XP, Windows 2003, Windows 7, Windows
8, Windows 8.1, Windows 10, Windows 2008/2008 R2, Windows
2012/2012 R2, Windows 2016, or Windows 2019.
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4. Click Next.

The Memory size screen appears.

Create Virtual Machine

Memory size

Select the amount of memory (RAM) in megabytes to be allocated to the
virtual machine.

The recommended memary size is 2048 MB.

v (1024 [£] e

4 MB 32708 MB

FIGURE 2-5. Memory Size
5. Specify the recommended memory size for your operating system.
Windows XP and Windows Server 2003: 512 MB

Windows 7/8/8.1/10, Windows Server 2008/2008 R2, Windows Server
2012/2012 R2, Windows Server 2016, and Windows Server 2019: 1024

MB




Windows OVA File Creation Using New Virtual Machine Images

6. Click Next.

The Hard disk screen appears.

Create Virtual Machine

Hard disk

If you wish you can add a virtual hard disk to the new machine. You can
either create a new hard disk file or select one from the list or from another

lacation using the folder icon.

If you need a more complex storage set-up you can skip this step and make
the changes to the machine settings once the machine is created.

The recommended size of the hard disk is 50,00 GB.

() Do not add a virtual hard disk
(@) Create a virtual hard disk now
() Use an existing virtual hard disk file

Empty

FIGURE 2-6. Hard Disk

7. Select Create a virtual hard disk now and then click Create.
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The Hard disk file type screen appears.

Create Virtual Hard Disk

Hard disk file type

Please choose the type of file that you would like to use for the new virtual
hard disk. If you do not need to use it with other virtualization software you
can leave this setting unchanged.

() DI (VirtualBox Disk Image)
() WHD {virtual Hard Digk)
(® VMDK (virtual Machine Disk)

Expert Mode Cancel

FIGURE 2-7. Hard Disk File Type

8. Select VDI (VirtualBox Disk Image) or VMDK (Virtual Machine Disk)
and then click Next.
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The Storage on physical hard disk screen appears.

€ Create Virtual Hard Disk

Storage on physical hard disk

Please choose whether the new virtual hard disk file should grow as it is used
{dyrnamically allocated) or if it should be created at its maximum size (fixed
size).

A dynamically allocated hard disk file will only use space on your physical
hard disk as it fills up {up to a maximum fixed size), although it will not shrink
again automatically when space on it is freed.

& ficed size hard disk file may take longer to create on some systems but is
often faster to use,

You can also choose to split the hard disk file into several files of up to two
gigabytes each. This is mainly useful if vou wish to store the virtual machine an
removable USE devices or old systems, some of which cannot handle very large
files.

(® Dynamically allocated
() Fixed size
] split into files of less than 2GE

FIGURE 2-8. Storage on Physical Hard Disk

9. Select Dynamically allocated and then click Next.

Important

Do not select Fixed size or Split into files of less than 2GB.
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The File location and size screen appears.

% Create Virtual Hard Disk

File location and size

Flease type the name of the new virtual hard disk file into the box below or didk
on the folder icon to select a different folder to create the file in.

Fhang\VirtualBox VMs\win 10_office2019_x64\win10_office2019_x&4.vmdk | [

Select the size of the virtual hard disk in megabytes. This size is the limit on the
amount of file data that a virtual machine will be able to store on the hard disk.

y

4.00 MB 2.00TE

FIGURE 2-9. File Location and Size
10. (Optional) Click the folder icon to change the path of the virtual disk file.

11. Specify the virtual disk size for your operating system.

Windows XP and Windows Server 2003: 15 GB
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- Windows 7/8/8.1/10, Windows Server 2008/2008 R2, Windows Server
2012/2012 R2, Windows Server 2016, and Windows Server 2019: 35
GB

ﬁ Note

Trend Micro recommends specifying a larger virtual disk size if you intend
to install additional software.

12. Click Create.

VirtualBox creates the virtual machine. The new virtual machine
appears in the left pane of the VirtualBox Manager screen.

¥ Oracle UM VirtualBox Manager - m} x

File Machine Help

- TR

New Settings Discard Start

oFfice2016_ x64 [=] General =] Preview

0 ® Powered Off Name: win10_office2016_x64
Operating System: ~ Windows 10 (54-bit)
Settings File Location: ~ D:\Virtualbax ¥Ms
\Win10_office2015_x64

[&] system winl0_office2016_x64

Base Memory: 1024 MB

BootOrder:  Floppy, Optical, Hard Disk

Acceleration:  VT-x/AMD-V, Nested Paging, Hyper-V
Paravirtualization

[®) pisplay

Video Memory: 128 MB
Graphics Controller: VBoxSVGA
Remote Desktop Server:  Disabled
Recording: Disabled

Storage

Controller: SATA
SATAPort0:  win10_office2016_x64,ymdk (Normal, 25.00 GB)
SATAPort 1:  [Optical Drive] Empty

fp Audio

HostDriver:  Windows Directsound
Controller:  Intel HD Audio

EP Network
Adapter 1 Intel PRO/1000 MT Desktop (NAT)

[ use

USB Controller:  OHCI
Device Filters: 0 (0 active)

[ Shared folders
Mone
&) Description

None

FIGURE 2-10. Newly-created Virtual Machine

Ensure that the virtual machine is not in any group.
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13. Click Settings.

The Settings window opens.

Shared Folders

User Interface

3 win10_office2016_x64 - Settings ? X
E General General

IEI System Basic Advanced Description Disk Encryption

|§| Display Mame: |win10_office2016_x64 |
Storage Type: |Microsoft Windows E*’Eg
(‘DII Audio Version: | Windows 10 (64-bit) =

@ Metwork

@ Serial Ports

ﬁ USE

=

]

Cance

FIGURE 2-11. VirtualBox Settings

14. In the left pane, click System.
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The System screen appears.

23 win10_office2016_x64 - Settings ? X
E General System
@ System Motherboard  Processor  Acceleration
|§| Display Base Memary: ' 1024MB |5
4MB 327538 MB
Storage
o]
. Boot Order: Floppy
(‘D:l Audio (O] Optical
] Hard Disk
Iﬁ Network [l @ Metwork
@ Serial Ports Chipset: | ICHS -
ﬁ) USE Pointing Device: |USB Tablet -
Ij Extended Features: Enable IO APIC
Shared Fold
ared rolders [ Enable EFI (special OSes only)
Ifl User Interface [ Hardware Clock in UTC Time
Cancel

FIGURE 2-12. System Screen
15. On the Motherboard tab, configure the following:
+  Chipset: Select ICH9
- Pointing Device: Select USB Tablet
- Extended Features:
«  Select Enable I/0 APIC

- (Optional) Select Enable EFI (special OSes only) if you want to
create an EFI-compatible image. EFI-compatible images are
only supported by the following products: Deep Discovery
Inspector 5.6 and later, Deep Discovery Email Inspector 3.6 and
later, Deep Discovery Analyzer 6.8 and later, Deep Discovery
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16.
17.

18.

Director 5.1 and later, Deep Discovery Web Inspector 2.5 and
later

Go to the Processor tab and then select Enable PAE/NX.

Go to the Acceleration tab and then select Enable Nested Paging. If you
are using VirtualBox 5.2 and before, select Enable VT-x/AMD-V as well.

ﬁ Note

The Acceleration tab is only available if the processor of the host
system supports virtualization technology and the virtualization
setting is enabled in the BIOS of the host system.

VirtualBox 6.0 and later automatically enables VT-x/AMD-V if the
processor of the host system supports virtualization technology and
the virtualization setting is enabled in the BIOS of the host system.

In the left pane, click Storage.
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The Storage screen appears.

) win10_office2016_x64 - Settings ? X
E General Storage
IEI System Storage Devices Attributes
Name: [SATA |
B Display :
win10_office2016_x64. vmdk Type: |AHCI hd
Homge @ Empty Port Count: |2 = |
(D:I Audic [ use Host 1j0 Cache
@ Metwork
@ Serial Ports
ﬁ USB
D Shared Folders
EI User Interface
e g
Cancel

FIGURE 2-13. Storage Screen

19. If Controller: SATA appears under Storage Tree, remove the SATA
controller and then add an IDE controller.

a. Click Controller: SATA and then click ¢ to remove the default
controller.

b. Click ¢» and then select PIIX4 (Default IDE).
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E General

System
Display
Storage
Audio
MNetwork
Serial Ports
use

Shared Folders

OO aTE N E

User Interface

@ win10_office2016_x64 - Settings

Storage

Storage Devices

Information

The Storage Tree can contain several controllers of
different types. This machine currently has no
controllers,

AHCI (SATA)

PllX4 (Default IDE)

SPREOOOHOOOD

PIIX3 (IDE)

ICHE (IDE)

LsiLogic (Default SCSI)
Buslogic (5CSI)
182078 (Floppy)
LsiLogic SAS (SAS)
Use

NVMe (PCle)

virtio-scsi

&

Cancel

FIGURE 2-14. Add Storage Controller

c. Click Controller: PIIX4 and then click .
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The following window appears:

win10_office2016_x64 - Hard Disk Selector ? e
Medium
oy

@ ©

Add Create  Refresh

Mame Virtual Size Actual Size

v Attached

win10_office2016_x64.vmdk 25.00 GB 3.19 MB
Not Attached

Search By Name ¥ |@ Cb

FIGURE 2-15. Hard Disk Selector

d. Select the virtual hard disk file that you previously created and then
click Choose.

e. Under Attributes, verify that Hard Disk is IDE Primary Device 0.

f.  Under Storage Tree, click Controller: IDE and then click (g}.

g. Inthe Optical Disk Selector window, click Leave Empty.

Under Attributes, verify that CD/DVD Drive is IDE Secondary
Device 0.
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{23 win10_office2016_x64 - Settings 7 4
E General Storage
li‘ System Storage Devices Attributes
IE Displ e Controller: IDE I Optical Drive: |IDE Secondary Deviced ™ @l
isplay
win10_office2016_x&4.vmdk [ Live cojovD

Storage @ Empty Information

Type: —
(fD] Audio b

Sige: —
@ Metwork Location: -

Attached to: —

@ Serial Ports
& UsB

lj Shared Folders
EI User Interface

¢CE@

Cancel

FIGURE 2-16. IDE Secondary Device 0

20. Under Attributes, click (=}, and then select Choose a virtual CD/DVD
disk file....

21. Select the ISO file containing the operating system installer.
The ISO file is available as a device.

22. Verify that there is only one Controller: IDE controller. Remove any
other controllers by clicking on the controller and then clicking .

23. (Optional) In the left pane, click Audio and verify that Enable Audio is
enabled.
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23 win10_office2016_x64 - Settings ? X
E General Audio

E‘ System Enable Audio

|§| . Host Audio Driver: | Windows DirectSound A

Display
Audio Controller: | Intel HD Audio A
Storage
Extended Features: Enable Audio Output

(D:I Audio [ Enable Audio Input

@ Metwork

@ Serial Ports

ﬁ USB

D Shared Folders

EI User Interface

Cancel

FIGURE 2-17. Audio Options Settings

24. In the left pane, click USB and then select Enable USB Controller.

Important
Verify that USB 1.1 (OHCI) Controller is selected.
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23 win10_office2016_x64 - Settings ? X

E General uUse

System Enable USE Controller

Disol (®) USB 1.1 (OHCI) Controller
isplay
(C) USB 2.0 (EHCI) Controller

Storage (0) USB 3.0 (xHCI) Controller

Audio USE Device Filters

B&

Metwork

Serial Ports

USE

Shared Folders

OO GTENE

User Interface

Cancel

FIGURE 2-18. Enable USB Controller

25. In the left pane, click Shared Folders and then verify that no folders are
shared.
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23 win10_office2016_x64 - Settings

Shared Folders

User Interface

W Genersl Shared Folders
[&] system Shared Folders

@ Displey Naml:'la::;heFolders
Storage

@ Avdic

B Network

£ serial ports

£ use

=

E

Access Auto Mount At [a

Cancel

FIGURE 2-19. Shared Folders Settings
26. Click OK.

The Settings window closes.

27. On the VirtualBox Manager screen, click ;ﬁ to power on the image.
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¥ Oracle UM VirtualBox Manager - m} x

File Machine Help

B e g8 o

New  Settings

= T =] General =) preview

0 @ Powered 0 Mame: win10_office2016_x64
Operating System:  Windows 10 (54-b1t)
Settings File Location: ~ D:\Virtualbax ¥Ms
\Win10_office2015_x64

[ system win10_office2016_x64

Base Memory: 1024 MB

Boot Order:  Floppy, Optical, Hard Disk

Chipset Type:  ICH

Acceleration:  VT-x/AMD-V, Nested Paging, PAE/NX,
Hyper-¥ Paravirtuaization

[®) pisplay

video Memary: 128 MB
Graphics Controller: VBoxSVGA
Remote Desktop Server:  Disabled
Recording: Disabled

Storage
Controller: IDE

IDE Primary Master: win10_office2016_x64.vmdk (Normal, 25.00 GE)
IDE Secondary Master:  [Optical Drive] Empty
fp Audio

HostDriver:  Windows Directsound
Controller:  Intel HD Audio

EP Network
Adapter 1:  Intel PRO/1000 MT Desktop (NAT)

[ usB

USB Controller:  OHCI
Device Filters: 0 (0 active)

[ Shared folders
Mone
&) Description

None

FIGURE 2-20. VirtualBox Manager

The installation process starts.

28. Follow the on-screen instructions to install the guest operating system.
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+4 Windows Setup

&R Windows’

nglish (United States) -
B8 English (United States) >

Enter your language and other preferences and click "Nex

FIGURE 2-21. Operating System Installation Process

29. Install Microsoft Office and other software to achieve satisfactory
detection results.

¢ Important

Ensure that you have at least 3072 MB free virtual disk space on the virtual
machine to ensure normal operation of Virtual Analyzer.

Modifying the Virtual Machine Environment

Modify the virtual machine environment to run Virtual Analyzer Sensors, a
collection of utilities that execute and detect malware, and record all
behavior in Virtual Analyzer.
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«  Modifying the Virtual Machine Environment (Windows XP and Windows
Server 2003) on page 2-28

+  Modifying the Virtual Machine Environment (Windows 7/8/8.1/10, Windows
Server 2008/2008 R2, Windows Server 2012/2012 R2, Windows Server 2016,
and Windows Server 2019) on page 2-30

Modifying the Virtual Machine Environment (Windows XP and
Windows Server 2003)

Procedure

1. Open aCommand Prompt window (cmd . exe) using an account with
administrator privileges.

2. Perform the following tasks:

TASK STEPS

Set the "Administrator" Type net user "Administrator" 1111.
logon password to "1111".

Configure automatic logon | a. Type the following commands:

from the “Administrator”
REG ADD "HKEY_LOCAL_MACHINE\SOFTWARE

account.
\Microsoft\Windows NT\CurrentVersion
\Winlogon" /v DefaultUserName /t
ﬁ Note REG_SZ /d Administrator /f
The logon prompt is - REG ADD "HKEY_LOCAL_MACHINE\SOFTWARE
bypassed and the \Microsoft\Windows NT\CurrentVersion
“Administrator” \Winlogon" /v DefaultPassword /t
account is REG_SZ /d 1111 /f
automatically used
to log on to the . REG ADD "HKEY_LOCAL_MACHINE\SOFTWARE
system every time \Microsoft\Windows NT\CurrentVersion
the virtual machine \Winlogon" /v AutoAdminLogon /t
starts. REG_SZ /d 1 /f

b. Restart theimage.
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TAsK STEPS

Note

No logon prompt is displayed and the
“Administrator” account is automatically used to
log on.

"" Administrator

8 Internet .__\) My Documents
Internet Explorer b
. 5 My Recent Documents
( E-nw
1| i

ail
icrosoft OFfice Outlook, _f\/ My Fictures

\’ MSh ___'/ My Music
:3! My Computer
e Windows Media Player

& Contral Panel
,,3 Windows Messenger

@ Set Program Access and

Defaults
Microsoft OFfice Excel 2003 .
. |- Printers and Faxes
'® Tour Windows P @) Help and Support
b | Files and Settings Transfer I') Search
Wizard
=) Run...

All Programs D

og OFf (D | Turn OFF Computer

74 start

FIGURE 2-22. Windows XP Administrator Account

View all user accounts. Type net user.

Delete non-built-in user Type net user “<username>” /delete.

accounts one at a time.
Example: net user “test” /delete

View all network adapters Typewmic nic where "netconnectionstatus=2"
with an active link get netconnectionid /value.

Example output: NetConnctionID=Local Area
Connection
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TAsK STEPS

Verify the DHCP status of all | Type netsh interface ip show config.

installed network adapters . . .
The configuration of all installed network adapters

displays. Verify that the value for DHCP enabled: is Yes.

Configure a network Type netsh +interface ip set address
adapter to use DHCP name="<network adapter>" dhcp.

Example: netsh interface ip set address
name="Local Area Connection" dhcp

Disable Windows Firewall. Type netsh firewall set opmode mode=DISABLE.

Note

Windows Firewall slows down the installation of
Virtual Analyzer Sensors.

3. Restart the virtual machine.

Modifying the Virtual Machine Environment (Windows
7/8/8.1/10, Windows Server 2008/2008 R2, Windows Server
2012/2012 R2, Windows Server 2016, and Windows Server 2019)

Procedure

1. Open a Command Prompt window (cmd.exe) using an account with
administrator privileges.

2. Perform the following tasks:

TASK STEPS

Enable the “Administrator” | Type net user “Administrator” /active:yes.
account
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TAsK STEPS

Set the logon password for | Type net user "Administrator" 1111.
the “Administrator” account
to “1111”

Configure automatic logon | a. Type the following commands:

from the administrator
- REG ADD "HKEY_LOCAL_MACHINE\SOFTWARE

account
\Microsoft\Windows NT\CurrentVersion
\Winlogon" /v DefaultUserName /t
Note REG_SZ /d Administrator /f
Each time the image +  REG ADD "HKEY_LOCAL_MACHINE\SOFTWARE
starts, the logon \Microsoft\Windows NT\CurrentVersion
prompt is bypassed \Winlogon" /v DefaultPassword /t
and the REG_SZ /d 1111 /f
“Administrator”
account is . REG ADD "HKEY_LOCAL_MACHINE\SOFTWARE

\Microsoft\Windows NT\CurrentVersion
\Winlogon" /v AutoAdminLogon /t
REG_SZ /d 1 /f

ﬁ Note

In Windows Server 2008/2008 R2,
Windows Server 2012/2012 R2, Windows
Server 2016, and Windows Server 2019,
launch the Local Security Policy snap-in
(secpol.msc) to disable the Password
must meet complexity requirements
Local Security Setting.

automatically used
to log on to the
system.

Local Security Policy. - o

FIGURE 2-23. Disable Password must
meet complexity requirements

- Restart the image.
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TAsK

STEPS

No logon prompt is displayed and the
“Administrator” account is automatically used to
log on.

i 2
—
1' Getting Started

q Connect to a Projector
&E) Remote Desktop Connection

Sticky Notes

6& Snipping Tool

| Calculator

& ‘[ Paint

- XPS Viewer
i Devices and Printers

& Windows Faxand Scan
"“5’1 Default Programs

@ Micrasoft Office Word 2003

¥ All Programs

["Search programs and files 1

Bl . ©

FIGURE 2-24. Windows 7 Administrator
Account

View all user accounts

Type net user.

Delete non-built-in user
accounts one at a time

Type net user “<username>” /delete.

Example: net user “test” /delete

View all network adapters
with an active link

Typewmic nic where "netconnectionstatus=2"
get netconnectionid /value.

Example output: NetConnctionID=Local Area
Connection

Verify the DHCP status of all
installed network adapters

Type netsh interface ip show config.

The configuration of all installed network adapters
displays. Verify that the value for DHCP enabled: is Yes.




Windows OVA File Creation Using New Virtual Machine Images

TASK STEPS
Configure a network Type netsh interface ip set address
adapter to use DHCP name="<network adapter>" dhcp.

Example: netsh interface 1ip set address
name="Local Area Connection" dhcp

Disable Windows Firewall Type netsh advfirewall set allprofiles state
of f.

Note

Windows Firewall slows down the installation of
Virtual Analyzer Sensors.

(Optional) Install Adobe For Windows Server 2016: Type C:\> dism /online /

Flash in Windows Server add-package /packagepath:”C:\Windows

2016 and Windows Server \servicing\Packages\Adobe-Flash-For-Windows-

2019 Package~31bf3856ad364e35~amd64~~10.0.14393.0.
mum”

For Windows Server 2019: Type C:\> dism /online /
add-package /packagepath:"C:\Windows
\servicing\Packages\Adobe-Flash-For-Windows-
Package~31bf3856ad364e35~amd64~~10.0.17763.1.
mum"

3. Perform the following tasks using the Windows graphical user interface:
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TASK STEPS
Configure AutoPlay a. Open the Windows Start menu, type Control
Panel into the search box and press ENTER.
b. Inthe Control Panel, go to Hardware and Sound >
AutoPlay.
[orn ]
Gt
FIGURE 2-25. AutoPlay
c. For Software and games, select Install or run
program from your media.
d. Click Save.
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TAsK

STEPS

Configure default web
browser on Windows 10

The Virtual Analyzer supports both Microsoft Edge
(Chromium) and Internet Explorer. One of these browsers
must be manually set as the default web browser in
Windows 10 before running the Virtual Analyzer. To
configure the default web browser, perform the following:

ﬁ Note

The Virtual Analyzer does not support Microsoft
Edge Legacy. You can quickly check which version
of Microsoft Edge is installed by comparing the icon:

. Microsoft Edge (Chromium): c

. Microsoft Edge Legacy: e

c. Inthe Choose an app context menu, select Internet

d. Ifthe Before you switch dialog appears, select

a. Openthe Windows Start menu, type Default apps
and press ENTER.

b. Under Web browser, select the current web browser.

Se