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Preface

Preface

Welcome to the Trend Micro™ ServerProtect for Linux Administrator’s
Guide. This guide provides detailed information about configuration options
for ServerProtect for Linux.

Topics include basic information about the tasks you need to perform
to install the product and basic configuration. This preface discusses the
following topics:

« ServerProtect for Linux Documentation on page 2

* Audience on page 2

+ Document Conventions on page 3
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ServerProtect for Linux Documentation

The product documentation consists of the following:

+ Online Help: Web-based documentation that is accessible from the
product console

The Online Help contains explanations about ServerProtect for Linux
features.

- Linux Man pages: ServerProtect for Linux provides man pages for
the splxmain, splx, tmsplx.xml, RemoteInstall, and CMconfig. See
Accessing ServerProtect Man Pages on page A-2 for more information.

+ Administrator’s Guide: PDF documentation that discusses getting
started information and product management

+ Readme File: Contains late-breaking product information that might not
be found in the other documentation. Topics include a description of
features, installation tips, known issues, and product release history.

+ Knowledge Base: Contains the latest information about all Trend Micro
products. Other inquiries that were already answered area also posted
and a dynamic list of the most frequently asked question is also
displayed.

https://success.trendmicro.com/

j Note

Trend Micro recommends checking the corresponding link from the Update

Center (http://docs.trendmicro.com/en-us/home.aspx) for updates to the

documentation.

Audience

The ServerProtect for Linux 3.0 documentation assumes an intermediate to
advanced knowledge of Linux system administration, including:

« Installing and configuring Linux servers



https://success.trendmicro.com/
http://docs.trendmicro.com/en-us/home.aspx

Preface

+ Installing software on Linux servers

» Network concepts (such as IP address, netmask, topology, LAN settings)
* Various network topologies

+ Network devices and their administration

» Network configuration (such as the use of VLAN, SNMP, SMTP)

Document Conventions

To help you locate and interpret information easily, the ServerProtect for
Linux documentation uses the following conventions:

TABLE 1. Document Conventions

CONVENTION DESCRIPTION

ALL CAPITALS Acronyms, abbreviations, and names of certain commands and
keys on the keyboard

Bold Menus and menu commands, command buttons, tabs, options,
and tasks

Italics References to other documentation or new technology
components

<Text> Indicates that the text inside the angle brackets should

be replaced by actual data. For example, C: \Program
Files\<file_name>canbe C:\Program Files\sample.jpg.

Provides configuration notes or recommendations

ﬁ Note
Provides best practice information and Trend Micro

Ti -
Q P recommendations

Provides warnings about activities that may harm computers on

WARNING!
A your network
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Chapter1

Introduction

Managed through an intuitive portable Web-based console, ServerProtect
provides centralized virus/malware scanning, pattern updates, event
reporting, and antivirus configuration.

This chapter discusses the following topics:
* Main Features on page 1-2

» What’s New in This Release on page 1-10

* Understanding How ServerProtect Works on page 1-10
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Main Features

The following are main features of ServerProtect for Linux:

Managing ServerProtect Through Trend Micro Apex Central or
Trend Micro Control Manager

Trend Micro Apex Central™ (formerly known as Trend Micro Control
Manager™) is a central management console that manages Trend Micro
products and services, including ServerProtect for Linux. When registered
to Apex Central / Control Manager, ServerProtect can make use of features
such as:

» Reports are available from Apex Central / Control Manager.

 Outbreak Prevention Services (for file blocking). See Outbreak Prevention
Services on page 1-4.

ﬁ Note

All the Control Manager features and settings mentioned in this document are
applicable to Apex Central.

ServerProtect for Linux supports the following Apex Central / Control
Manager versions:

+ Apex Central 2019 or later

+ Control Manager 7.0 or later

Reports Available from Apex Central / Control Manager
The following reports are available from Apex Central / Control Manager:
+ Top 10 Virus Detection Points Report
« All Entities Virus Infection List

+ Top 10 Infected Files Report

+ Top 10 Viruses Report
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The Apex Central / Control Manager server consolidates these reports from
log data, so these reports are available only when managing ServerProtect
from Apex Central / Control Manager.

Multiple-Processor Support

ServerProtect can be installed on both single and multiple-processor servers.

Remote Management Through a Web Browser

You can configure ServerProtect via a browser-based console. This allows
you to control the application from any location. You can configure
ServerProtect with a browser-based console using Microsoft™ Internet
Explorer™, Mozilla™, Mozilla Firefox, Microsoft Edge, or Google Chrome.

Manual, Real-Time, and Scheduled Scanning

In addition to on-demand scanning (the “Scan Now” option), ServerProtect
can act against viruses/malware automatically without user intervention.
Whenever you access a file, Real-time Scan checks that file for viruses/
malware (for example, when you copy or open a file). Scheduled scanning
performs a thorough scan of your Linux machine or the specified directories
at regular, user-specified intervals. Schedule scans after office hours to avoid
interfering with normal operations.

Application Execution Protection

ServerProtect’s Real-time Scan option also detects viruses/malware in Linux
applications whenever an application is executed. See Exclusion List on page
3-15 for additional information.

Backup Directory Configuration
This is useful when an infected file cannot be cleaned and as a result it is not

recoverable.

Detailed, Easy-to-Maintain and Exportable Logs

You can view and export comprehensive logs about system and/or antivirus
activities performed on your system. ServerProtect also allows you to delete
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logs automatically, to keep them from becoming excessively large. You can
also export comprehensive logs about system and/or antivirus activities
performed on your system.

Manual and Automated Log Deletion Options

You can delete logs on-demand and according to a schedule.

Manual or Automated Internet-Based Updates

Perform manual or scheduled virus pattern and scan engine file updates to
ensure up-to-date virus protection. ServerProtect even gives you the option to
specify your Internet-based update server. To set up your own update server,
contact Trend Micro technical support.

Notification of Virus Outbreaks

You can configure about events, such as virus/malware outbreaks, that occur
on machines running ServerProtect.

Outbreak Prevention Services

Outbreak Prevention Services (OPS) are Trend Micro services that you can
take advantage of when using Apex Central / Control Manager. OPS enables
enterprises to take proactive steps against new virus/malware threats before
the necessary virus pattern files are available. By bridging the gap between
threat notification and virus pattern delivery, enterprises can quickly contain
virus/malware outbreaks, minimize system damage, and prevent undue
downtime.

When registered to Apex Central / Control Manager, ServerProtect can take
advantage of OPS for file blocking.

OPS is a key component of the Trend Micro Enterprise Protection Strategy
(EPS), the culmination of a research initiative that identified best practices
for preventing or deflecting potentially damaging virus attacks. This study
was brought on by the apparent failure of conventional security measures to
defend against new generation threats, such as CodeRed and Nimda.

Trend Micro created OPS to address concerns at each stage of the outbreak
life cycle. OPS harnesses the three core strengths of Trend Micro:
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+ Enterprise-class antivirus and content security products

» TrendLabs, the Trend Micro ISO-certified virus research and technical
support center

« Partnerships with best-of-breed network security vendors

...and brings them together in a single powerful interface: Apex Central /
Control Manager.

With OPS, Apex Central / Control Manager provides answers to the following
key security questions:

« Am I under attack?
+ Can my system handle the attack?

« How should I respond to the attack?

ﬁ Note

For additional information on the Enterprise Protection Strategy, visit the

Trend Micro Web site at http:/www.trendmicro.com.

Award-Winning Software

ServerProtect is a proven award-winning product.

Command-Line Interface Support

In addition to providing a Web-based management console, ServerProtect
provides command-line support for the following: real-time scans, scheduled
scans, manual scans, log deletions, and virus pattern/engine updates. See
Using splxmain on page A-37 for information about command line options.

Support for Advanced ActiveUpdate Options

The component update feature provides the following options:

- Digital signature checking: ServerProtect can implement this feature
(disabled by default) whenever it downloads components from the
Trend Micro ActiveUpdate server
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+ Secure Sockets Layer (SSL) support: ServerProtect supports secure
component download either from the Trend Micro ActiveUpdate server
or from your company's update server

+ Server authentication support: ServerProtect supports HTTPS
authentication when downloading components from an HTTPS source

 Support for other types of proxy servers: ServerProtect supports the
following proxy server types and authentication methods:

+ Squid proxy with basic authentication (both HTTPS and SSL)
+ Squid with digest authentication (both HTTPS and SSL)

Consistency Checking Between ServerProtect and
Configuration File (tmsplx.xml)

ServerProtect performs a consistency check between the Web console and
configuration file (tmsplx.xml) for certain ServerProtect options. When

a tmsplx.xml option is modified manually (for example, using vi), the
following message displays:

The splx configuration file

/opt/TrendMicro/SProtectlLinux/tmsplx.xml was previously
modified by another program...

Support for Intel™ Hyper-Threading Technology

You can install ServerProtect on servers running Intel’s Hyper-Threading
Technology. Please refer to the Intel Web site for more details on this
technology.

Support for Trend Micro Online Registration System

Use your Registration Key to register ServerProtect and obtain an Activation
Code on the Trend Micro Registration Web site:

https://olr.trendmicro.com/redirect/product_register.aspx
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Options for Detailed Debugging
ServerProtect provides the following debug options:
+ Kernel debugging: debugs kernel-related actions
+ User debugging: debugs user-related actions

+ Control Manager debugging: debugs Trend Micro Control Manager-
related actions

See Debug Logging on page 6-3 for details.

Safer Configuration File Modifications

ServerProtect now provides error-checking for changes to the configuration
file. You can also recover easily from mistakes with a backup configuration
file that lets you roll back to the previous version if needed.

IntelliScan and ActiveAction Technology
New technology is available in this release of ServerProtect:

+ IntelliScan: IntelliScan is a new method of selecting the files to be
scanned, in addition to Scan All or Scan by File Name Extension.
IntelliScan optimizes security by examining file headers using true file
type recognition, and scanning file types known to potentially harbor
malicious code.

ActiveAction: ActiveAction is a new method of selecting the action to
take when a security risk has been detected. Trend Micro customizes
scan actions for different types of security risks. New scan actions are
updated when you download new pattern files from Trend Micro.

Ability to Perform ActiveUpdates at Random Intervals

To help control peak usage of the ActiveUpdate server network bandwidth,
ServerProtect offers the ability to randomly perform updates within a
specified time period, following a scheduled update start date and time.
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Support for Multiple Update Sources

You can set up backup update servers to provide virus pattern and engine
updates (as a fail-over) if the primary update server is not available.

HTTPS (SSL) Support

You can access the ServerProtect Web-based console using the HTTPS
protocol. See Accessing the ServerProtect Web Console on page 2-2

for configuration information. SSL (Secure Sockets Layer) secures a
communication channel between a Web browser and a host server. You can
take advantage of this protocol to manage ServerProtect without jeopardizing
security policies.

An Improved User Interface

If you are familiar with previous versions of ServerProtect, you may notice
that the look and feel in this version is slightly different from the previous

version. The appearance have changed, and the overall design of the user

interface has been enhanced. For example:

« Enhanced links available from drop-down menu

+ Launch context- sensitive help from here
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.‘ t TREND MICRO"ServerProtect™
Zm |

Summary | 1@ Help |
Summary
¥ Scan Gptions | _1\ Trend Micro has extended you a 30-day grace period.
¥ Update >
- | System Information {2007-01-16 18:38:58)
¥ Logs -
| |Product version: Trend Micra ServerProtact for Linux 3.0
¥ Maotification
- | Platform: Intel(R) Pentium(R) 4 CPU 2,00GHz (i686)
¥ Administration

1 |os: Red Hat Enterprise Linux ES release 4 (Nahant Update 2)
Kernel version: 2.6.9-2Z.EL
Scan Results for | virus T~ 0 wiruses/spywares detacted today,
Summary Today Last 7 days
Wirus uncleanable o 1
Virus quarantined 0 1
wirns deleted o 0
Virus passad 0 0
Wirus deaned a a
wirus renamed 1] 0
Scan Status
Real-time Sean: Enabled (Incoming filas)
Schaduled Scan: Disabled
Manusal Scan:
Update Status
Component Current WVersion Last Updated
Virus Pattern 3.217.00 2006-02-17 17:11:05
Spyware/Grayware Pattern 37300 2006-02-17 17:11:05
Scan Engine 51,1002 2006-02-17 17:11:05

FIGURE 1-1. Enhanced user interface

Remote Installation
You can install one or multiple instances of ServerProtect to remote
machines by using the new Remotelnstall tool.

One Binary Package for All Supported Linux Distributions

Previous versions of ServerProtect for Linux required a separate installation
process, depending on the platform. Installation has been simplified and
only one installation package is required for all supported platforms.

Support for Wildcards with Exclusion Directory

The include and exclude scanning paths for Real-time, Scheduled, and
Manual Scans now support the use of the asterisk (*) and the question mark
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(?) wildcards. An asterisk (*) wildcard matches any number of characters,
and a question mark (?) wildcard matches only one character.

What’s New in This Release

For customers who are familiar with previous versions of ServerProtect for
Linux, the following new features are available in version 3.0:

FEATURE DESCRIPTION

Support for New Platforms .
In this release, supported platforms are based

on the Linux kernel 6.12. The supported
platforms is:

Red Hat Enterprise Linux 10

Understanding How ServerProtect Works

ServerProtect software provides real-time, manual, and scheduled antivirus
scanning for Linux servers. ServerProtect protects SAMBA file-sharing,
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HTTP, and FTP traffic by detecting and removing viruses and other security
risks from files (including compressed files) before they reach end users.

Internet

Firewall

Gateway Device

FTP Traffic
HTTP Traffic Ir!fected
Samba file-sharing File
L ]
ServerProtect
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Clean Files
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ServerProtect offers a Web-based console that allows for easy remote access
from any location with an Internet connection. Command-line alternatives
are available for many features of the application. You can configure
notifications to alert you when system events or an attempted attack has
taken place.

Exploring ServerProtect Scanning Technologies

ServerProtect uses the following technologies to detect different forms of
malicious software (malware): pattern matching, MacroTrap™, ScriptTrap™,
and compressed file scanning.

Pattern Matching

ServerProtect draws upon an extensive database of virus patterns to identify
viruses and other malware through a process called “pattern matching.”
ServerProtect examines key areas of suspect files for telltale strings of
malware code and then compares them with thousands of virus signatures
that Trend Micro has on record.

For polymorphic or mutating viruses, the ServerProtect scan engine permits
suspicious files to execute in a protected area for decryption. ServerProtect
then scans the entire file, and looks for strings of mutation-virus code.

WARNING!
A Due to the large number of new viruses/malware, always keep the virus
pattern file up-to-date.

MacroTrap

Macro viruses are application-specific; which means they can attack multiple
operating systems. Given this cross-platform compatibility, combined with
the popularity of the Internet and increasing power of macro languages, the
magnitude of the threat posed by these viruses is obvious. Trend Micro’s
MacroTrap provides you with a means of protecting your network from this
type of malware.
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How MacroTrap Works

MacroTrap performs a rule-based examination of all macro code associated
with a document. Macro virus code is typically contained as part of an
invisible template (for example, *.dot in Microsoft Word) that travels with
the document. MacroTrap checks the template for signs of a macro virus

by seeking out instructions that perform virus-like activity. Examples of
this behavior include copying parts of the template to other templates
(replication), and execution of harmful commands (destruction).

Compressed File Scanning

Compressed files and archives are the preferred file formats for distribution
by way of email or the Internet. Unless your antivirus application is specially
equipped to handle these files, viruses, and other security risks may be
“smuggled” into your network inside these files.

The ServerProtect scan engine scans inside archives and compressed files,
and can even detect viruses in compressed files and archives composed of
other compressed files - up to twenty (20) compression layers deep, if so
configured. If ServerProtect scans a file more than 20 layers deep, layers 21+
are “skipped” but are recorded in the system logs.

The Trend Micro scan engine can detect malware in archives created by
popular compression and archival algorithms, such as x.zip, x.arj, x.1zh.
A comprehensive list is available in the How ServerProtect Finds Viruses topic in
the online help.

Compressed File Scan Limit

To help conserve system resources, you can configure ServerProtect to
scan files within compressed archives that do not exceed a specific size.
Compressed files bypassing a scan action appear in the system logs. It is
important to note that the smaller the size specified, the higher the risk of
infection.
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ﬁ Note

During a decompression attempt, Real-time Scan will still detect viruses in
compressed files that ServerProtect has skipped scanning.
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Chapter 2

Getting Started with ServerProtect

This chapter helps you start using ServerProtect for Linux. It provides basic
setup and usage instructions. The information is available by searching these
topics in the online help.

This chapter discusses the following topics:
* Accessing the ServerProtect Web Console on page 2-2
« Setting Logon Password on page 2-3
« Logging off from the Web Console on page 2-4
* Things to Remember About the Web Console on page 2-4
« Starting and Stopping ServerProtect on page 2-5
« Configuring Startup Settings on page 2-6

« Viewing Summary Information on page 2-8

» Managing ServerProtect From Trend Micro Control Manager on page 2-9
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Accessing the ServerProtect Web Console

This section describes how to use the Web-based console to configure
ServerProtect. The console permits local and remote as well as multiple-user
control of the application via a browser.

Note

Trend Micro recommends using only one Web console at a time for
configuring ServerProtect. Otherwise, changes made by one user will be
overwritten by another user accessing the same Web console option.

You can access the Web console using:

+ A supported Web browser

Procedure
1. Logonasroot.
2. Access the Web console.

+ In a supported web browser, type the location of the ServerProtect
computer and the port number in the address field:

http://<host name>:14942/
https://<host name>:14943/

« The <host name> is either the computer host name or its IP
address.

* 14942 is the default HTTP port number used by ServerProtect.

* 14943 is the default HTTPS port number used by ServerProtect.
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ﬁ Note

To change the port numbers, use the splxmain command. See Using
splxmain on page A-37 for more information.

If you are using Internet Explorer 7.0 or later, you must disable
pop-up window blocker to display the online help content.

3. Type the Web console password, then press Enter. By default, the
password field is empty (that is, there is no default password).

Setting Logon Password

For protection, change the Web console password after logging on for the
first time.

Procedure

1. Select Administration > Password from the left menu on the Web
console.

2. Type the current password in the Current password field.

3. Type the new password in the New password field. Passwords must be
between 0 and 32 characters, and should only contain alphanumeric
characters (A-Z, a-z, 0-9) and characters such as hyphen (-).

4. Re-type the password for confirmation.

5. Click Save.

ﬁ Note

Always protect your Web console password. Trend Micro recommends

that you set your password immediately after installation.

Bypassing Password Checking for Local Logon

You can disable password checking during logon when you are logging on
the same server you installed ServerProtect.
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Procedure

1. Select Administration > Password from the left menu on the Web
console.

2. Select Bypass password when logging on.

3. Click Save.

Note

When logging on from another computer or using a secure proxy from
the machine-installed ServerProtect for Linux, you still need to type the
password to log on.

Logging off from the Web Console

To log off from the console, click Logout on the title bar.

Things to Remember About the Web Console

» The Web console provides access to all ServerProtect functions.
However, it cannot start or stop the application. To do this, use the
command line or the Quick Access console (see Starting and Stopping
ServerProtect on page 2-5).

« To refresh a Web console screen, use your browser's Refresh option.

« The Web console automatically logs you out after 1,200 seconds (or
20 minutes) of inactivity. If this happens to you, type the password
and click Logon to access the Web console again. You can change the
default timeout settings by changing the SessjonTimeout key in the
“Configuration” section in the tmsplx.xm1 file (located in the /opt/
TrendMicro/SProtectLinux folder).

The session control feature does not apply to the following:

+ local logon bypassing password checking
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« access the ServerProtect Web console via Single Sign On (SSO) using
Apex Central / Control Manager

Starting and Stopping ServerProtect

Note

By default, ServerProtect starts whenever you turn on the server hosting it. To
change this setting, see Configuring Startup Settings on page 2-6.

Starting ServerProtect

TAsK STEP

Starting 1. Logonasroot.
ServerProtect from

the command line 2. Open aterminal screen and type /etc/init.d/splx startin

the command line. The following messages appear.

[root@localhost ~]# /etc/init.d/splx start
Starting ServerProtect for Linux:

Checking configuration file: [ OK ]
Starting splxcore:

Starting Entity: [ OK ]

Loading splx kernel module: [ OK ]

Starting vsapiapp: [ OK ]

ServerProtect for Linux core started.[ OK ]
Starting splxhttpd:

Starting splxhttpd: [ OK ]

ServerProtect for Linux httpd started.[ OK ]
ServerProtect for Linux started.
[root@localhost ~]#




Trend Micro ServerProtect Administrator's Guide

Stopping ServerProtect

TASK STEP

Stopping 1. Logonas root.
ServerProtect from

the command line 2. Open aterminal screen and type /etc/init.d/splx stopin

the command line. The following messages appear.

[root@localhost ~]# /etc/init.d/splx stop
Shutting down ServerProtect for Linux:
Shutting down splxcore:

Shutting down vsapiapp: [ OK ]

Unloading splx kernel module: [ OK ]
Shutting down entity: [ OK ]
ServerProtect for Linux core stopped normally.[ OK |[]
Shutting down splxhttpd:
Shutting down splxhttpd: [ OK ]
ServerProtect for Linux httpd stopped normally.[ OK ]
ServerProtect for Linux stopped normally.
[root@localhost ~]#

Configuring Startup Settings

By default, ServerProtect starts whenever you turn on the server hosting it.
To change the startup setting, use the Linux Service Configuration utility.
The method of configuring startup settings varies for each supported Linux
distribution.
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To display help information on startup settings in the ServerProtect Web
console, select Administration > Startup Settings and click the system
administration tool link. The following screen appears:

System Administration Tools

You can use the system administration tool that comes with your operating system to configure ServerProtect for

Linux startup settings. Use the appropriate instruction below. Note: You must be logged on as a root user to use
these tools.

For Red Hat Enterprise Linux 10.

There are two methods.

Using command chkconfig

Type chkconfig splx on —level 345

The command makes spix start in level 3,4 and 5.

Using the terminal only

Type setup

Find and select System services.

Select spix to set it to start automatically; unselect it to start it manually.

< Back

FIGURE 2-1. Administration: Startup Settings

Using the Command Line

PLATFORM CONFIGURATION STEPS

Red Hat™ Enterprise | Use the command chkconfig to revise the start configuration.
Linux 10
1. Logonasroot.

2. From the command line, type chkconfig splx on --level
345.

ﬁ Note

This example shows the command to start ServerProtect on
levels 3, 4, and 5. Your start configuration may be different.
Enter the appropriate levels for your configuration.
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Viewing Summary Information

The Summary screen provides current system versions, an overview of
network virus scan results, and existing Trend Micro antivirus component
details.

From the Summary screen, you can:

 View system information including the operating system and hardware
versions.

 View scan results for viruses/spyware.

+ The viruses/spyware detected today field displays the total number
of viruses/spyware detected during the past 24 hours.

+ The Today field displays the number of viruses/spyware
ServerProtect detects and performs the specified actions upon for
the last 24 hours.

+ The Last 7 days field displays the total number of viruses/spyware
detected for the last seven days (including the current day).

ﬁ Note

ServerProtect may perform more than one action on a detected virus/

spyware, thus the virus/spyware is counted in more than one Summary
field. The MaxRetrieveCount parameter in the tmsplx.xml file specifies
the maximum number a counter can display. See MaxRetrieveCount in

Logs Group Key Set on page A-31 for more information.

+ View scan status and click Scan Now to perform on-demand scanning.

+ View component status and click Update Now to update the selected
components.
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Managing ServerProtect From Trend Micro Control
Manager

j Note

Trend Micro Control Manager are now renamed Trend Micro Apex Central.
All the Control Manager features and settings mentioned in this document are

applicable to Apex Central.

To benefit from the information the ServerProtect server can provide, you
must register the ServerProtect server to Control Manager. ServerProtect
communicates to Control Manager through the Trend Micro Management
Communication Protocol (MCP) agent. The MCP agent is installed with the
computer on which ServerProtect is installed, so there is no need for you to
install the MCP agent.

You can register ServerProtect to Control Manager using one of the following
methods:

+ During the installation process
« Using the ServerProtect Web console on page 2-9
« Using the CMconfig tool on page 2-12

Registering ServerProtect to Control Manager Using the Web
Console

Procedure

1. Log on to the Web console.

2. Click Administration > Control Manager Settings.
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The Control Manager Settings screen displays.

Control Manager Settings

Help

Configure the communication between SPLX's MCP Agent and the Control Manager server,

Connection Status

Registered Control Manager server: Mot registered

Connection Settings

Entity dizplay name®: |192.168.114.128

1
|
Group folder narme®; |New entity | ._EJ
|
|

Server name or IP address™: |

Control Manager Server Settings

Server name or IP address*: |

Port*: | ! [ connect using HTTPS

Wwab server authentication |

User name;

Pazsword:

Proxy Settings

D Use a proxy server for commruonication with the Contral Manager server
Prowxy protocal: HTTR
SOCKS4
SOCKES

Server name or IP address: |

Port: |

Prowxy server authentication

Username: | |

Password: | |

Two-way Communication

D Enable two-way commmunication

FIGURE 2-2. Control Manager

3. Under Connection Settings, configure the following fields:
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+ Type the name of the ServerProtect computer in the Entity display
name field. Choose this name carefully because this is the name
that will display on the Control Manager server Product Directory
to identify the ServerProtect server. A unique and meaningful name
will help you to quickly identify the ServerProtect server in the
Product Directory of Control Manager.

+ In the Group folder name field, type a descriptive name that
identifies ServerProtect in the Control Manager product tree.

+ In the Server name or IP address field, type the host name or the
IP address of the computer on which you installed ServerProtect.
Trend Micro recommends typing the server name if you have
configured DNS settings for your network environment.

4. Under Control Manager Server Settings, specify the following:

a.

Type the Control Manager server IP address or host name in the
Server name or IP address field.

Type the port number that the MCP agent uses to communicate
with Control Manager.

If you have Control Manager security set to medium (HTTPS

and HTTP communication is allowed between Control Manager
and the MCP agent of managed products) or high (Only HTTPS
communication is allowed between Control Manager and the MCP
agent of any managed products), select Connect using HTTPS.

If your network requires authentication, type the user name and
password for your Internet Information Services (IIS) server in the
User name and Password fields.

ﬁ Note

If you use IIS server authentication, you cannot set ServerProtect

to update components from Control Manager. You must specify the
URL of an update server (either the official Trend Micro update

server or the one you set up) as the download source in the
Scheduled Update or Manual Update screen.
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e. Ifyou use a proxy server to access the Internet, specify the proxy
server settings under Proxy Settings.

f. If you use a NAT device, clear the Enable two-way communication
check box.

5. Click Register to save the settings and register the ServerProtect
computer to Control Manager.

Registering ServerProtect to Control Manager Using the
CMconfig tool

Procedure

1. Ifyou have verified that ServerProtect is currently not registered to
Control Manager, execute the CMconfig utility. Type the following
command in the /opt/TrendMicro/SProtectLinux/SPLX.util
directory.

./CMconfig

2. ServerProtect prompts you for necessary data and displays a list of
available IP addresses for your ServerProtect server.

ﬁ Note

For details on command options, type . /CMconfig -h at the command

line. To specify a proxy type, change the Proxy_Type parameter in

the Agent.1ini file (located in the /opt/TrendMicro/SProtectLinux/
folder) before you use the CMconfig command to register ServerProtect
to Control Manager.

3. Atthe SPLX server name or IP address: prompt, enter the name or
IP address of your ServerProtect server.

4. AttheDo you wish to connect to Control Manager server using
HTTPS? (y/n) [n] prompt, type y to connect to Control Manager using
HHTPS; otherwise type n to use HTTP connection.
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10.

Atthe Control Manager server name or IP address:prompt, enter
the name or IP address of the Control Manager server that you want to
use to manage ServerProtect.

At the Control Manager server port: [80] prompt, enter the
number of the port that you would like to use to access Control Manager
or just press Enter to accept the default value of 80.

Atthe Do you access Control Manager through a proxy server?
(y/n) [n] prompt, type y and press Enter if you do or just press Enter
to accept the default choice of n. If you choose n, CMconfig prompts
you to specify the display name to identify ServerProtect on the Control
Manager Web console.

Tip

Q If you use a proxy server to connect to Control Manager, see “Entering
Proxy Server Information” in the “Installation” chapter of the Getting
Started Guide for further guidance on this process.

Atthe Please specify the name you would like to display

on the Control Manager console: [SPLX server IP address]
prompt, enter the desired name. Control Manager will use this name to
identify your ServerProtect server on the Control Manager Web console.

Atthe Please specify a folder name for this product (for
example: /SPLX) [New entity]: prompt, enter the folder path
described above. CMconfig displays a summary of the information you
have entered and asks you to confirm your choices.

Atthe Is the above information correct? (y/n) [n] prompt,
confirm or reject the displayed choices. If you type n (or just press Enter
to accept the default choice of n), CMconfig prompts you to re-enter

all of the above information, starting with the IP of your ServerProtect
server. If you enter y to confirm all of the displayed information,
CMconfig outputs status messages as it registers ServerProtect to Control
Manager.
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Initiating Automatic Update on Control Manager

After you have registered ServerProtect to Control Manager, you must
configure settings on the Control Manager server to initiate automatic
component update on the ServerProtect computer.

Procedure

1. Make sure you have successfully registered ServerProtect to Control
Manager.

2. Logon to the Control Manager Web console and select Product
Programs in the Manual Download or Scheduled Download screen.

3. From Control Manager, perform a component update.

ﬁ Note

To learn more information about managing products in Control
Manager, refer to the Apex Central 2019 documentation.



https://docs.trendmicro.com/en-us/enterprise/apex-central.aspx
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Chapter 3

Configuring and Performing Scans with
ServerProtect

This chapter discusses the following topics:

Types of Scanning on page 3-2

Configuring Real-Time Scan on page 3-3
Configuring Scheduled Scan on page 3-4
Invoking Manual Scan (Scan Now) on page 3-6
Configuring Scan Settings on page 3-7

Exclusion List on page 3-15

Specifying the Quarantine Directory on page 3-17

Specifying the Backup Directory Location on page 3-18
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Types of Scanning

During installation, the ServerProtect setup program automatically detects
the version of Linux being used on the server and installs the appropriate
Kernel Hook Module (KHM). This means that ServerProtect on your Linux
server is able to perform real-time scanning in addition to manual and
scheduled scans.

If the setup program does not support the Linux version detected, KHM
does not install. This means that ServerProtect can only perform manual
and scheduled scans. It cannot perform real-time scanning. To install KHM
on servers running Linux kernel versions ServerProtect does not support,
you need to build (or compile) the KHM from the source code (refer to the
appendix in the Getting Started Guide for detailed information).

The following describes the three types of scanning ServerProtect can
perform:

+ Real-time scanning monitors traffic coming in, going out, and/or
executing on your servers. Trend Micro recommends that real-time
scanning always be enabled.

Scheduled scanning gives you an opportunity to do a periodic check on
your servers, perhaps on a weekly basis. The scheduled scan allows
you to include directories or file types that you do not constantly
monitor using real-time scanning. Since a scheduled scan might be
more inclusive, it could utilize more of your computing resources; thus,
you might want to arrange scheduled scans for non-peak hours, such as
early Sunday morning.

+ Manual scanning allows you to perform a scan of your servers on
demand. For example, when an outbreak occurs, there is a period of
vulnerability between the time of discovery and the release of the Trend
Micro pattern file designed to detect the new threat. Even though that
period is typically a matter of hours, your servers may be vulnerable
during that time. After Trend Micro downloads the updated pattern file,
run a manual scan to see whether any malware arrived on your servers
while you were vulnerable. Another time to perform a manual scan is
when the servers are back online after maintenance downtime.
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The following sections show you how to configure each scan type.

Configuring Real-Time Scan

When enabled, real-time scanning runs in the background, constantly
checking all accessed files. Trend Micro recommends that you keep the
Real-time Scanning option enabled at all times.

Real-time scanning can detect viruses within incoming, outgoing, and
running files.

+ Incoming files: Scan files that are being closed on the ServerProtect
computer.

+ Outgoing files: Scan files that are being opened on the ServerProtect
computer.

+ Running applications: Scan files that are being executed on the
ServerProtect computer. For example, when you start an application.

To enable real-time scanning:

Procedure
1. Click Scan Options > Real-time Scan on the left menu.

2. Select the Enable real-time scan check box in the Real-time Scan
screen.

3. Select the Incoming files, Outgoing files, and/or Running applications
check boxes, to activate the desired scan target.

Real-time Scan Help

Enable Real-time scan

Real-time Scan
Incoming files
I:‘ Outgoing files

I:‘ Running applications

FIGURE 3-1. Activating and configuring real-time scan
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4. Click Save to apply the setting.

ﬁ Note

Trend Micro recommends keeping real-time scanning enabled. Real-

time Scan is enabled by default.

To configure other scanning settings, see Configuring Scan Settings on page
3-7.

Configuring Scheduled Scan

Scheduled scanning is similar to manual scanning, except it follows a
schedule you specify. Scheduled scanning performs a thorough scan of
your Linux machine at regular, user-specified intervals. Schedule scans
after office hours to avoid interfering with normal operations. Trend Micro
recommends enabling scheduled scanning to keep servers free of viruses
and other security risks.

Procedure

1. Configure a scheduled scan.
a. Click Scan Options > Scheduled Scan on the left menu.
b. Select the Enable Scheduled Scan check box.

c. Click Save to apply the setting.

Scheduled Scan has been disabled.
D Enable Scheduled Scan

Scan Frequency
Start time: 4 (hhimm)
Repeat interval: D aily
Weekly, on every
Manthly, day of the month

FIGURE 3-2. Activating and configuring scheduled scan
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2. Configure scan frequency for a scheduled scan.
a. Click Scan Options > Scheduled Scan on the left menu.

b. To configure the Scan Frequency, provide the following
information:

« Start time: Specify the specific hour that the scan starts.

+ Repeat interval: Specify how often ServerProtect should
perform the scan.

c. Click Save to apply the settings. To configure other scanning
settings, see Configuring Scan Settings on page 3-7.

Invoking Scheduled Scan from the Command Line

From the command line, you can type . /splxmain (in the /opt/
TrendMicro/SProtectlLinux/SPLxvsapiapp folder) to run a scheduled scan
immediately. ServerProtect applies the scheduled scan settings saved in
tmsplx.xml.

To invoke scheduled scan:
Type the following command from the command line:

./splxmain -s

Stopping a Scheduled Scan

You can stop a running scheduled scan without disabling it on the Web
console. Scanning will resume on the next scheduled date.

ﬁ Note

Stopping a running scheduled scan will not disable successive scheduled

scans. You must log on as root to stop a scheduled scan.

To stop a scheduled scan (while it is processing), do one of the following:

* Run the following command in the /opt/TrendMicro/SProtectLinux/
SPLX.vsapiapp folder:
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./splxmain -t

+ From the task bar in X Window, click Start Applications Menu > System
(Tools) > Trend Micro ServerProtect > Stop Scheduled Scan.

Invoking Manual Scan (Scan Now)

Manual scanning (or Scan Now) is performed on-demand, making it a quick
way to verify an infection. There are three ways to perform a manual

scan: using saved settings, after configuring scan settings, or through the
command line.

To configure other scanning settings, see Configuring Scan Settings on page
3-7.

j Note

ServerProtect cannot run a scheduled scan and a manual scan at the same

time. If you try to start a manual scan while a scheduled scan is already in
progress, a warning message screen displays. Wait until the scheduled scan is
complete or stop it (using the . /splxmain -t command) before you start a

manual scan.

To use the saved settings, do one of the following:

+ In the Web browser, click Scan Now from the Summary screen.

+ From the task bar in X Window, click Start Applications Menu > System
(Tools) > Trend Micro ServerProtect > Manual Scan > Start Scan Now.
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TAsK DESCRIPTION

Start scanning after 1. Select Scan Options > Manual Scan on the left menu. The
configuring scan Manual Scan screen displays.

settings
& 2. Configure the scan settings as required. See Exclusion List on page

3-15.
3. Click Save & Scan. A co