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Version 5.5.4.1

This release includes all issues fixed in the Security Management System Release Notes Version 5.5.4. For details
about those changes, refer to the respective Release Notes on the Online Help Center.

Important notes for SMS

e All v5.5.4 customers can optionally apply this patch so that the issues it addresses are corrected.
However, upgrades to a later TOS do not require an installation of this patch first.

e Paitch installation should take approximately 15 minutes.

e To prevent your account from being disabled while you wait for authentication resources to become
available after the reboot, navigate to Edit > Preferences and make sure that you deselect Lock user
after failed login attempts and Auto reconnect client to server after a disconnect occurs. The SMS
automatically reboots after you install this release. You will then be prompted to update the SMS client.

e This patch can be uninstalled or rolled back to the previous version.
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Release contents

The following enhancements or repairs are included in this release.

Description

A performance issue with SMS and Trend Vision One™ integration that caused SMS event
reporting delays has been repaired.

Performance issues affecting SMS profile distributions have been repaired.

When it does not have direct internet access, the SMS now displays a yellow warning symbol
instead of a red critical symbol for Undetermined Revocation Status. This properly
reflects the lower severity when OCSP/CRL URI cannot be reached.

The SMS now indicates when a CA certificate is expired:
¢ In the Certificate Details > Path panel

o After a certificate’s tooltip Expires On date in the CA Certificates table

This release fixes an issue that caused profile distributions to fail because of special characters

used in the SSL profile description.

Under high CPU usage conditions, the SMS client no longer hangs when trying to access the
vSMS.

The SMS interface no longer hangs after running a saved report.

An email alert is now sent after a scheduled or automatic Auxiliary DV
download/activation/distribution.

The SMS database cleanup processes now work correctly on row-based partitioned tables.

You can now select multiple users across multiple TPS devices and specify a new password
across all those TPS devices at the same time.

Navigate to Devices > All Devices > Member Summary > Device Users, select the users
whose passwords you want changed, and click Edit.

Reference

SEG-165162
TIP-87911

SEG-164976
TIP-88125
SEG-166650
TIP-88310

SEG-155765
TIP-86234

TIP-85164

TIP-80858

SEG-165834
TIP-88696

SEG-169383
TIP-89250

SEG-90493
TIP-41314
SEG-136653
TIP-85340

TIP-89402

TIP-69514
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Product support

For assistance, contact the Technical Assistance Center (TAC).
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